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DATA PROTECTION POLICY

of

CAMBERWELL AFTER SCHOOL PROJECT (CASP)

1
 Who We Are and Why We Collect Personal Data
Camberwell After School Project (“CASP” or “we” “us” “our”) is a Registered Charity No. 1085664 that provides care for primary school children (4-11 year olds) and a free child care service (2-4 year olds), for the purpose of providing a safe and happy environment for children before and after school, safe travel to and from school and a full day service during school holidays. CASP provides a safe environment where young children can learn, play, explore and develop. Our overall mission is also to enable children to develop both socially and academically both by the provision of appropriate group play and through structured learning.

CASP is the controller of all personal data it processes including personal data of board and staff members of CASP and of the children, parents, carers and family members involved in CASP programs. We process personal data for the administration and promotion of the CASP organisation, the effective provision of child protection and welfare services and to operate the CASP payroll, benefits and pension.   In addition, we collect and process personal data of all job applicants, interns and contractors who wish to provide services at CASP. 

This policy is to advise data subjects regarding how we lawfully process personal data in compliance with the General Data Protection Regulation (EU) 2016/679 (“GDPR”) and the UK Data Protection Act 2018, as amended (collectively the “Data Protection Laws”). 
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Scope of this Data Protection Policy
This policy applies to all personal data processed in the course of the activities described above, regardless of format (paper, digital or audio-visual) and location (processed on CASP premises or elsewhere whether in the UK, EEA or a Third Country).   

3 
What Personal Data We Collect [Please Fill this in- we have suggested several items]

· Name, address, email, phone, mobile, age, date of birth, National Insurance Number for employees;

· Children’s details: parents name and contact information such as mobile, phone, other names of family members or carers, school, level in school, learning disabilities, allergies, names of siblings, photos, artwork

· Website: passwords, IP address, other online identifiers or social media

· Special Category data: health information including allergies, medication, doctors’ name, employee health or medical leave, maternity leave, inoculations, mental health issues, religion and religious observance such as Halal

· Criminal Background checks and drivers’ license information for CASP personnel 

4
Data Protection Compliance Principles: CASP complies with the principles of Article 5 GDPR.  Personal data shall be:

· processed lawfully fairly and in a transparent manner

· collected for specified, explicit and legitimate purposes and shall not be processed in any manner incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes, artistic, journalistic, or statistical purposes shall not be considered incompatible with those purposes under the Data Protection Laws.

· adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed  (“Data Minimisation”);

· accurate and where necessary, kept up-to-date; every reasonable step must be taken to ensure that personal data that is inaccurate, having regard to the purposes for which they are processed are erased or rectified without delay

· kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed unless otherwise permitted by the Data Protection Laws;

· processed with integrity and confidentiality in a manner that ensures appropriate security of the persona data including protection against unauthorised or unlawful processing and against accidental loss, destruction, damage, using appropriate technical or organisational measures. 

· not be sent outside of the European Economic Area or UK without sufficient guarantees and a legally recognised mechanism for processing personal data safely and in accordance with the GDPR.

5
Training
It’s important that all of our staff understand how their personal data and that of our children, parents and carers is processed.  Each staff member is trained in the basics of GDPR and can answer parents’ guardians’ and carers’ general inquiries about how their data and that of the children will be used and stored. 
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What Data Do We Collect? 

	Data Subject


	Name, Address, mobile, landline, work phone, email, DOB;  

Legal Basis: Legitimate Interest
	Photograph, social media page, child’s artwork

Legal Basis: Legitimate Interest re: photo; Consent re: artwork social media
	Legal Status/ responsibility, e.g.

permission to pick up child, parent divorce papers

Legal Basis: Legal requirement
	Medical or health data e.g. food allergies, medication, inoculation, disabilities, doctor 

Legal Basis:

Consent
	Employment records or dates of service; pension, holiday, annual reviews

Legal Basis:

Legitimate Interest


	CV, background checks including criminal

Legal Basis:

Consent
	Attendance records, Programs pick-up instructions font desk sign-in book

Legal Basis:

Legitimate Interest
	CCTV footage

Legal Basis:

Legitimate

Interest

	Board Member
	√
	√ photo
	✔
	
	√
	✔
	✔
	√

	Employee
	√
	√ photo
	✔
	✔
	√
	√
	
	√

	Volunteer
	√
	√ photo
	✔
	✔
	√
	√
	
	√

	Job Candidate
	√
	N/A
	
	
	
	√
	
	√

	Child
	√
	√ photo, artwork, social media page
	
	√
	
	
	√
	√

	Parent Guardian
	√
	√ photo, social media page
	√
	
	
	
	√
	√

	Carer or Grandparent
	√
	√ photo, social media
	√
	
	
	
	√
	√

	Family Members
	√
	√ photo
	√
	
	
	
	
	√

	Visitors
	√
	
	
	
	
	
	√
	√



We process personal data for the following reasons on the legal bases included herein:

If you access our website, we may collect additional personal information about you in the form of your IP address or domain name and may ask you to register with a password. Our website may contain links to other websites. We are not responsible for the privacy practices of linked websites and any linked websites are not subject to our privacy policies and procedures.

If we plan to use personal data for a new purpose other than as a matter of contract, legitimate interest, legal obligation or function set out in law, we will check that this is compatible with our original purpose or we will obtain specific consent from you for the new processing use or purpose. 
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Data Processors: 
From time to time we may employ third party service providers and vendors to assist us.  When we ask them to process personal data in accordance with Article 28 of the GDPR that includes: our instructions about how the processing will be carried out, handle personal data under an obligation of confidentiality, that all personal data be processed securely and include technical and organisational measures to protect personal data from loss, theft, unauthorised access, destruction, alteration, blockage (such as ransom ware) or misuse.  

7
Data Security and Disclosure
all personal data is handled in a secure manner and we employ technical and organisational measures to protect personal data from loss, theft, unauthorised access, destruction, alteration, blockage (such as ransom ware) or misuse.   We have physical security for our offices and servers and employ password protection, encryption, and we anonymise or pseudonymise personal data when we send it or store it for archival reasons.  
8. 
Data Retention 
· We do not keep personal data for longer than is necessary unless required by law.

· We have a policy with standard retention periods where possible, in line with documentation obligations.

· We know what personal data we hold and why we need it.

· We carefully consider and can justify how long we keep personal data.

· We regularly review our information and erase or anonymise personal data when we no longer need it.
· Candidate CV’s and other correspondence with job applicants are not held for longer than 6 months and will be destroyed.
· We have appropriate processes in place to comply with individuals’ requests to enforce their data subject rights.

· We clearly identify any personal data that we need to keep for legal requirements, public interest archiving, scientific or historical research, or statistical purposes.

· We safely and securely dispose of personal data at the end of its usefulness:

· Paper files: shred and dispose of by using a professional company-and never leave files or bags outside in a dumpster or otherwise exposed;

· Electronic files: delete completely from hard drives and professionally have hard drives removed and destroyed.  We never leave old computers or laptops out in public bins. 

· Emails: we have a policy of archival or deletion of emails from our servers on a scheduled basis

· Our electronic data is password protected, encrypted and/or anonymised or pseudonymised; keep data secure by: 

· Keeping hard copy files  locked in a filing cabinet, drawer and/or room on our premises and maintaining a clean desk policy

· We use passwords on all devices that have connections to organisation files and data;
9. Emergency Notices

We are required under EYFS duties in case of emergency, for the health and well-being of children to have emergency contact details for all children attending our premises when unable to contact parents directly.

We are given these details by the parent/guardian as the people they authorise to collect their child in their absence, therefore the parent/guardian is giving you permission to hold this information, your duty is to protect this data as with all other data and only use it for the intended purpose, in the event of an emergency.

Local Authorities may require providers to obtain signed consent from emergency contacts.
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Data Subject Rights:
You have the right to:

· Request access to your personal data (commonly known as a “data subject access request”). This enables you to receive a copy of the personal data we hold about you and to check that we are lawfully processing it.

· Request correction of the personal data that we hold about you or your child. This enables you to have any incomplete or inaccurate data we hold about you corrected, though we may need to verify the accuracy of the new data you provide to us.

· Request erasure of your personal data. This enables you to ask us to delete or remove personal data where there is no good reason for us continuing to process it. You also have the right to ask us to delete or remove your personal data where you have successfully exercised your right to object to processing (see below), where we may have processed your information unlawfully or where we are required to erase your personal data to comply with local law. Note, however, that we may not always be able to comply with your request of erasure for specific legal reasons which will be notified to you, if applicable, at the time of your request.

· Object to processing of your personal data where we are relying on a legitimate interest (or those of a third party) and there is something about your particular situation which makes you want to object to processing on this ground as you feel it impacts on your fundamental rights and freedoms. In some cases, we may demonstrate that we have compelling legitimate grounds to process your information which overrides your rights and freedoms.

· Request restriction of processing of your personal data. This enables you to ask us to suspend the processing of your or your child’s personal data in the following scenarios: (a) if you want us to establish the data’s accuracy; (b) where our use of the data is unlawful but you do not want us to erase it; (c) where you need us to hold the data even if we no longer require it as you need it to establish, exercise or defend legal claims; or (d) you have objected to our use of your data but we need to verify whether we have overriding legitimate grounds to use it. This does not apply to employees.
· Request the transfer of your personal data to you or to a third party. We will provide to you, or a third party you have chosen, your personal data in a structured, commonly used, machine-readable format. Note that this right only applies to automated information which you initially provided consent for us to use or where we used the information to perform a contract with you and does not apply to employees or CASP Members.

· Withdraw your consent at any time where we are relying on consent to process your personal data or that of your child. However, this will not affect the lawfulness of any processing carried out before you withdraw your consent or affect the processing of data if there is another legal basis for the processing such as a legal requirement. If you withdraw your consent, we may not be able to provide certain services to you or your child. We will advise you if this is the case at the time you withdraw consent.

If you wish to exercise any of the rights set out above, please submit a written request to CASP as set out in Section.

You will not have to pay a fee to access your personal data (or to exercise any of the other rights) unless your request is clearly unfounded, repetitive or excessive and if it is, we may charge a reasonable fee. 
What we may need from you

We may need to request specific information from you to help us confirm your identity and ensure your right to access your (or your child’s) personal data (or to exercise any of your other rights), This will be a government issued ID such as passport, UK drivers license or other government picture ID and to protect the child we may ask for your divorce decree or other evidence of entitlement to the child’s information. These are security measures to ensure that personal data is not disclosed to any person who has no right to receive it. We may also contact you to ask you for further information in relation to your request, such as date ranges or subject matter etc, in order to speed up our response.

Time limit to respond

We respond to all legitimate requests within one month. Occasionally it may take us longer than a month if your request is particularly complex or you have made a number of requests. In this case, we will notify you within 30 days of your request that we will use our entitlement to extend your request an additional 60 days.
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Processing Outside of UK or the European Economic Area

CASP may, from time to time, transfer personal data to countries or territories outside of the European Economic Area (EEA) in accordance with purposes made known to individual data subjects, for example for purposes of processing by our services providers or cloud storage.
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Children’s  Personal Data

Because we process personal data for and about children we have considered the need to protect them from the outset, and we design our systems and processes with this in mind. Compliance with the data protection principles and in particular fairness is central to our processing of children’s personal data.  Since we need to have a lawful basis for processing a child’s personal data, we carefully consider the appropriate basis for processing in order to provide the most effective protection for children’s personal data. We rely on ‘legitimate interests’, legal requirements and consent and we take responsibility for identifying the risks and consequences of the processing under each basis and we have put age appropriate safeguards in place.

For children under the age of 13, we rely on consent from the child’s parent, guardian or responsible adult for processing their child’s data.  If the data is Special Category Data, express consent must be obtained in writing.   We may not be able to provide some of our services without consent and in such event we will let you know in advance so that you can make decide and make other arrangements for your child.  In other instances we process child personal data in compliance with various laws and regulations for example, the UK Childcare Act 2016 and Early Education and Childcare Guidance
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Criminal Background Checks

For our employees and placements, we require information about previous criminal convictions in accordance with the Rehabilitation of Offenders Act 1974.  CASP has a duty of care to all employees, parents, carers and children and must therefore make sure that employees and placements are eligible to care for children.  Therefore, all prospective employees and placements are asked to consent to a criminal background check which results will be held in confidence and will become part of each employee’s file when an offer of employment or a placement is made.  For job candidates who are not offered employment on the basis of a negative criminal background check we will retain the applicants file for a period of six months.  A refusal to consent to a criminal background check will result in the termination of the applicant’s consideration for employment.

14 Processing Special Information

Sometimes it is necessary to process Special category information about a data subject.  This may be to ensure CASP is a safe place for everyone, or to operate other CASP policies, such as the equal opportunities policy.  CASP may also ask for information about particular health needs, such as allergies to particular forms of medication, or any conditions such as asthma or diabetes or disabilities.  CASP will only use the information in the protection of the health and safety of the individual, but will need consent to process for example, in the event of a medical emergency.  
15 CCTV
CASP operates a number of CCTV cameras on our premises in order to ensure the security of children, employees, visitors and of CASP property.  If you have any queries regarding the operation of the CCTV system, please write to the CCTV Administrator Carmen.lindsay@caspuk.org or see our CCTV policy on the CASP website.  We retain CCTV recordings for 4 weeks.  If you wish to access any personal data about you or your child on the CCTV system, you are asked to complete and return an Access to Personal Data form along with a copy of your government issued ID and with as much information as possible to enable the video data to be located (including, if possible, details of the relevant camera, date and time).  Our CCTV policy can be found at [URL].

16 Here are some definitions to help you understand this Privacy Policy:
“consent” of the data subject means any freely given, specific, informed and unambiguous indication of the data subject’s wishes by which he or she, by a statement or by a clear affirmative action, signifies agreement to the processing of personal data relating to him or her;

“Personal Data” is any information relating to an identified natural person who can be identified directly or indirectly in particular by reference to an identifier such as a name, identification number, location data, online identifier or to one or more factors specific to the physical, physiological, genetic, mental economic, cultural or social identity of that natural person. 

“data subject” is an identifiable natural person who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.  For purposes of this Policy, the data subjects include Members of CASP, children, parents, carers and family members;

“Members of CASP” shall mean all paid staff, volunteers, trainees and members of the CASP Executive Committee.

“processing” means any operation or set of operations which is performed on personal data or on sets of personal data, whether or not by automated means, such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction;

“controller” means the natural or legal person, public authority, agency or other body which, alone or jointly with others, determines the purposes and means of the processing of personal data;

“processor” means a natural or legal person, public authority, agency or other body which processes personal data on behalf of the controller;

“‘third party” means a natural or legal person, public authority, agency or body other than the data subject, controller, processor and persons who, under the direct authority of the controller or processor, are authorised to process personal data;

“personal data breach” means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed;

“Special Personal data” means processing of personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, and the processing of genetic data, biometric data for the purpose of uniquely identifying a natural person, data concerning health or data concerning a natural person’s sex life or sexual orientation 
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Contact Us

To contact us about your personal data or to request a data subject right:

CALL:  

Telephone: 020 7708 2711 Carmen Lindsay

WRITE:  
Data Protection Manager c/o Carmen Lindsay 

14 Badsworth Road, Camberwell, London,  SE5 0JY

or 

EMAIL:  
Carmen.lindsay@caspuk.org   or  enq@caspuk.org
with “DATA PROTECTION” in the subject line
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Complaints:

You can always reach out to the Information Commissioner’s Office (ICO) if you’ve got a question or complaint.  The ICO contact information helpline 0303 123 1113 or ICO website: https://ico.org.uk/make-a-complaint/your-personal-information-concerns/ .
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